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1

Introduction

This document defines extensions to the existing Common Intemet File System (CIFS), as specified

in [CIES] , that have been implemented by Microsoft since the publication of the

CIES] specification.

This document also defines Microsoft Windows® behavior with respect to optional behavior in the

base specification.

1.1 Glossary

The following terms are defined in

@GMT Token
8.3 Name
ASCII
blocking mode

Coordinated Universal Time (UTC)

Copychunk Resume Key

MS-GLOS] :

discretionary access control list (DACL)

Distributed File System (DFS)
domain

Fid

Fileld (1)

file allocation table (FAT)

file system control (FSCTL)
globally unique identifier (GUID)
guest account

Information Level

litle -endian

mailslot

maximum transmission unit (MTU)

message mode

multiplexed request

named pipe

network byte order

NT file system (NTFS)
OEM character

oplock break

opportunistic lock (oplock)
pipe instance

pipe state

process identifier (PID)

raw read (on a named pipe)
raw write (on a named pipe)
reparse point

security context

security descriptor

security identifi er (SID)
session

Server Message Block (SMB)
share

share connect

SMB connection

SMB dialect

SMB session
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snapshot

stream

System Access Control List (SACL)
Unicode

Universal Naming Convention (UNC)
virtual connection

volume identifier (Volumeld)

The following terms are specific to this document:

client: Allthe references to client in this specification refer to the server message block
(SMB) clientunless explicitly stated othemwise.

server: Allthe references to serve  rin this specification refer to the SMB server unless explicitly
stated othemwise.

stream mode: Data is treated as a stream of bytes. The system does not differentiate between
the bytes read orwritten in different 1/0O operatio ns.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as

described in  [REC2119] . All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If

you have any issue with finding a normative reference, please contact dochelp@microsoft.com . We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en -us/library/EABD6494  -06AD -4aed -9823 -445E921C9624 ,as an

additional source.

[CIFS] Leach, P. and Naik, D., "A Common Internet File System (CIFS/1.0) Protocol”, March 1997,
http://www .microsoft.com/about/legal/protocols/BSTD /ICIES/draft _-leach -cifs -v1 -spec-02.txt

[IANAPORT] Internet Assigned Numbers Authority, "Port Numbers", November 2006,
http://www .iana.org/assignments/port -numbers

[[EEE802.2 -1998] Institute of Elect  rical and Electronics Engineers, "Part 2: LAN/MAN Logical Link
Control", IEEE Std 802.2, 1998. This standard is also called ISO/IED 8802 -2:1998,
http://standards.ieee.org/getieee 802/802.2.html

[MS -DF SC] Microsoft Corporation, " Distributed File System (DFS): Referral Protocol Specification "
July 2006.

[MS -DTYP] Microsoft Comporation,”  Windows Data Types ", March 2007.

[MS -ERREF] Microsoft Corpo ration," Windows Error Codes ", January 2007.

[MS -FSCC] Microsoft Corporation, " File System Control Codes ", July 2006.

[MS - KILE] Microsoft Corporation, " Kerberos Protocol E xtensions ", July 2006.

[MS -NLMP] Microsott Corporation, " NT LAN Manager (NTLM) Authentication Protocol Specification
July 2006.
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%5bMS-DTYP%5d.pdf
%5bMS-ERREF%5d.pdf
%5bMS-FSCC%5d.pdf
%5bMS-KILE%5d.pdf
%5bMS-NLMP%5d.pdf

[MS - RAP] Microsoft Corporation,”  Remote Administration Protocol Specifi cation ", July 2006.
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1.3 Protocol Overview (Synopsis)

Client systems use the Common Internet File System (CIFS) Protocol to request file and print
services from server systemsovera network. CIFS is a stateful protocol, where clients establish a
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session with a server and use that session fora variety of requests to access files, printers, and
interprocess communication (IPC) mechanisms such as named pipes . CIFSimposes state to
maintaina security context , cryptographic operations, file semantics such as locking, and similar
features. A detailed overview of how the CIFS Protocolworks i s specified in  [CIES] section 2.

The Server Message Block (SMB) Version 1.0 Protocol extends the CIFS Protocol with additional

security, file, and disk management support. These extensions do nota lter the basic message
sequencing of the CIFS Protocol but introduce new flags, extended requests and responses, and new

information levels . All of these extensions follow a request/response pattern in which the client

initiates all requests. The base protocol allows for one exception to this pattern 0 oplock breaks 6 as
specified in  [CIES] section 2.7.

This document defines the SMB Protocol extens ions to CIFS that provide support for the following
features:

A New authentication methods, including Kerberos. The Negotiate and Session Setup commands

have been enhanced to carry opaque security tokens to support mechanisms compatible with the
Generic Secu rity Services (GSS).

A Message signing to guarantee packet integrity. The SMB message header now optionally contains
a SecuritySignature field to prevent tampering with the message while in transit.

A Enumeration and access to prev ious versions of files. A new subcommand that uses a file

system control (FSCTL) allows the client to query the server for the presence of older versions
of files. If the server implements a file systemwith versioning, this can be exposed to clients.

A Client requests for server  -side data movement operations between files without requiring the
data to be read by the clientand then written back to the server. As specified in CIES] , to copy
a file on the server requires the client to read all the data from the server and then write the data
back to the server. SMB introduces a method by which such an operation can be done entirely on
the server without consuming network re sources.

A SMB connections that use direct TCP, as specified in RFEC793] , for the SMB transport without

the use of NetBIOS over TCP/UDP, as specified in [REC1001] and [REC1002] .CIFS specifies the
use of NetBIOS over TCP/UDP for connections, as specified in CIFS] section 2.5. SMB includes a
method to connect directly over TCP, as specified in RFEC793] , without involving NetBIOS.

Information abo  ut NetBIOS is specified in NETBEUI] .

A SMB connections that use NetBIOS over Internetwork Packet Exchange (IPX) for the SMB
transport.

A SMB connections that use NetBIOS Extended User Interface (Net BEUI), as specified in
NETBEUI] , for the SMB transport.

A Support for the use of native file and file system information levels in query and set operations.

SMB allows for FSCTLs to be sent fromcli ents to servers to interrogate or request operations of
the underlying file system exposed by the server.

A Support for retrieving extended information in response to share connect and file open
operations. Certain server functio nality and indicators (such as the need for the client to cache
the contents ofa  share )are new in SMB and are returned to the client through these extensions
to existing commands.

Many of these capabilities are exposed in enha ncements to the SMB_COM_NEGOTIATE and
SMB_COM_SESSION_SETUP_ANDX command requests and responses as specified in sections
SMB_COM_NEGOTIATE Client Request Extension (section 2.2.2 ), SMB_COM_NEGOTIATE Server
Response Extension (Extended Security) (section 2.2 .3), SMB_COM SESSION_SETUP_ANDX Client
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Request Extension (section 2.2.4 ),and SMB_COM_SESSION_SETUP_ANDX Server Response
Extension (section 2.2.5).

1.4 Relationship to Other Protocols

The extensions to CIFS rely on the Simple and Protected Generic Security Service Application

Program Interface Negotiation Mechanism (SPNEGO) (as specified in REC4178] ) for authentication,
which in turn rely on Kereros (as specified in MS -KILE] ) and/or the NT LAN Manager (NTLM) (as

specified in  [MS -NLMP]) challenge/response authentication protocol.

The SMB Version 2.0 Protocol is a new version of SMB. For more information about SMB Version 2.0
Protoool, see [MS -SMB2] . This specification does not require implementation of the SMB Version 2.0
Protocol.

The following protocols e xtend this specification to provide additional functionality:

A The Distributed File System (DFS): Namespace Referral Protocol, as specified in MS -DESC]. For
more information, see MSDES] . For managementof DFS,see [MS-DFESNM].

A The Remote Administration Protocol (RAP), as specified in MS -RAP]. For more information, see
RAP] and [XOPEN -SMB].

The following protocols can use SMB as a transport:

A The Remote Procedure Call (RPC) Protocol Extensions. Note that when named pipes are used,
this protocol requires the SMB Protocol. For more i nformation, see [MS-RPCE].

A The Remote Mailslot Protocol. This protocol can use SMB as a transport but supports other
transports as well. For more information, see MS -MAIL] .

A The CIFS Browser Protocol . This protocol uses the Remote Mailslot Protocol and the RAP as
transport protocols, which in tum can use this specification. It does not use this specification

directly, but is included here for completeness. For more information, see MS -BRWS] and
MSBRWSE] .

1.5 Prerequisites/Preconditions
The Server Message Block (SMB) Protocolassumes the availability of the following resources:
A Either TCP or NetBIOS over TCP to support reliable, in -order message delivery.

A An underlying local resource, such as a file system on the server side, exposing file, named pipe,
or printer objects.

1.6 Applicability Statement

The extensions specified in this document are applicable to environments in which the security
characteristics of the base protocol, as specified in CIES] , are insufficient. In particular, these
extensions provide for enhanced message integrity and stronger authentication mechanisms and are
thus applicable to environments that require these features.

The extensions are applicable to an environment that requ ires tighter data retention policies. In
particular, through the use of previous version capabilities, the extensions allow access to versions
of a file that have been changed or deleted when the server supports this capability. This feature is
applicable to environments that require more stringent data retention policies that include

maintaining access to previous versions of files.
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1.7 Versioning and Capability Negotiation

This document covers versioning issues in the following areas:

A Supported Transports: The extensions in this document add additional transports, as defined in
section 2.1.

A Security and Authentication Methods: The extensions in this document add additional
authentication methods, as specified in section 3.24.23 .

A Capability Negotiation: The extensions in this document use capability negotiation, as specified in
CIES] sections 2.5 and 4.1.1.

SMB dialect  negotiation is handled as specif iedin [CIFS] sections 2.5 and 4.1.1. The extensions
specified in this document introduce no new dialects and apply only to connections that have

negotiated the NTLM 0.12 dialect. The extensions sp ecified in this document are detected via the
following methods:

A They can be returned in the Capabilites  field, as specified in CIES] section 4.1.1. Specific new
capability options are defined in this document.

A They can be supplied or returned in the Flags and Flags2 fields of the SMB header, as specified
in [CIES] sections 3.1.1 and 3.1.2.

A Aserver can return an error code (STATUS_NOT_S UPPORTED) when a client request is sentto a
server fora new feature that is not supported.

A client written to support these extensions cannot require that the target server has implemented

these extensions to successfully connect. Thus, a server that do es not implement an extension is
still accessible by a client that implements that extension, although the relevant new features might

not be available. The one exception is that a client offers the capability to be configured to require

the new security features to create a more secure environment, so that the client could restrict itself
from connecting successfully to servers that do not implement these features.

Negotiation of the use of the Generic Security Service Application Program Interface (GSS A PI) for
authentication is specified in section 3.2.5.2 .The GSS APl is specified in RFEC4178] .

Negotiation of the use of message signing is specif ied insection 3.25.2 .

1.8 Vendor -Extensible Fields

There are no vendor -extensible fields for the Server Message Block (SMB) Protocol.

1.9 Standards Assignments

In addition to any standards assignments specified in CIES] , the direct TCP SMB transport, as
specified insection 2.1 uses the following assignment.

Parameter TCP port value Reference

Microsoft -DS 445 (0x01BD) IANAPORT
In addition to any standards assignments specified in CIES] the NetBIOS over IPX SMB transpott,

as specified in section 2.1 , uses the following assignment.
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Parameter IPX socket value Reference
NetBIOS socket 1109 (0x0455) 1PX

[MS-SMB] & v20090924

Server Message Block (SMB) Protocol Specification

Copyright © 2009 Microsoft Corporation.

Release: Thursday, September 24, 2009

15 / 266


http://go.microsoft.com/fwlink/?LinkId=89914

2 Messages

2.1 Transport

In addition to the NetBIOS over TCP/UDP transport (as specified in [REC1001] , [REC1002] ,and
CIES] section 2.5), the extended version of the protocol supports the use of the following other
transports for SMB messages:

A Direct TCP
A NetBIOSover IPX

A NetBIOS Extended User Interface (NetBEUI)

2.1.1 Direct TCP Transport

The extended version of the SMB Protocol can use direct TCP over either IPv4 or IPV6 as a reliable

stream -oriented transport for SMB messages. No NetBIOS layer is provided or used. TCP provides a
full, duplex, sequenced, and reliable transport for the connection. When using TCP as the reliable
connection -oriented transport, the extended version of the SMB Protocol makes no higher -level
attempts to ensure sequenced delivery of messages between a client and server. The TCP transport

has mechanisms to detect failures of either the client node or server node and to deliver such an

indication to the clientor server software so that it can c lean up the state.

When using direct TCP as the SMB transport, the implementer MUST establisha TCP connection
froman SMB client to a TCP port onthe server. The TCP source port used by the SMB client MAY be
any TCP port value. The SMB server SHOULD liste n for connections on port 445. This port number
has been registered with the Internet Assigned Numbers Authority (IANA) and has been officially
assigned for Microsoft -DS.<1>

This transport supports only the SMB file server functionality . The support of mailslot messages is
not required for SMB file server functionality.

When using direct TCP as the SMB transport, the implementer MUST prepend a 4 -byte Direct TCP
Transport packet header to each SMB message. This Direct TCP Transport header MUST be
formatted as a byte of zero (8 zero bits) followed by 3 bytes that indicate the length of the SMB

message that is encapsulated. The body of the SMB packet follows as a variable -length payload. A
Direct TCP Transport pac ket is displayed as follows as it appears over the network (in network
byte order ) with the SMB message.

Zero Stream Protocol Length

SMB Message (variable)

Zero (1 byte): First byte of the Direct TCP Transport packet header MUST be zero (0x00).
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Stream Protocol Length (3 bytes): The length, in bytes, of the SMB message. This length is
formattedas a 3 -byte integerin network byte order. The length field does not include the 4 -
byte Direct TCP Transport header; rather, it is only the length of the enclosed SMB message.

SMB Message (variable): The body of the SMB packet. The length of an SMB message varies
based on the SMB command that the message represents. <2>

2.1.2 NetBIOS over IPX Transport

The extended version of the SMB Protocol can use NetBIOS over IPX (NBIPX) as a transport for SMB

messages. The NetBIOS session service provides a reliable, message -oriented transport for use over
IPX. When using NetBIOS to provide a reliable, message -oriented transport over IPX, the SMB

Protocol makes no higher  -level attempts to ensure reliable sequenced delivery of messages betw een
the clientand server. The NetBIOS session service has mechanisms to detect failures of either the

client node orserver node and to deliver such an indication to the client or server software so that

they can clean up the state.

Novell introduced ani mplementation of NetBIOS over IPX in 1986. The Novell implementation uses
IPX datagrams to carry the NetBIOS packets. Novell defined IPX socket 0x455 as the socket to be
used for NetBIOS IPX packets.

When using NetBIOS over IPX as the SMB transport, the im plementer MUST establish an IPX

connection froman SMB client to an IPXsocketon the server. The IPX source socket used by the

SMB client MUST be set to the IPX NetBIOS socket 0x455, the value defined by Novell for NetBIOS.

The IPX destination socket (tha t the SMB client sends requests to) MUST be set to the IPX NetBIOS

socket, 0x455. The SMB server MUST listen for requests on the IPX NetBIOS socket 0x455. The IPX

source socketused by the SMB server for sending responses MUST be set to the IPX NetBIOS soc ket
0x455. The IPX destination socket used by the SMB server for responses MUST be set to the IPX

NetBIOS socket 0x455.

When using NetBIOS over IPX as the SMB transport, an IPX packet header plus an IPX NetBIOS

session packet header MUST be prepended to ea ch SMB message. Both the IPX packet header (for
more information, see IPX] ) and the IPX NetBIOS session packet header (for more information, see
NWLINK] ) are defined by Novell (for more information, see [NOVELL]). The body of the SMB packet
follows as a variable -length payload. <3>

The IPX NetBIOS session packet that contains the SMB message is displayed in the followin g
diagram as it appears over the network (in network byte order).
1 2 3
0|1)|2(3|4(|(5|6(7]|8[9|0]|1(2|3|4(5|6|7([8]|9|0[(1(2|3|4(5|6|7(8|9]|0]1
ConnectionControlFlag DataStreamType SourceConnectionlD
DestinationConnectionlD SendSequence
TotalDataLength Offset
DatalLength AckSequence
RcvSegMax SMB Message (variable)
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ConnectionControlFlag (1 byte): An 8 -bit field that contains connection control flags. The bits
in this field provide control information to NetBIOS sessi on packets. Specific combinations of
the following bits that MUST be used are as follows.

Value Meaning
NB_CONTROL_NEW_NB See note for description.  <4>
0x01
NB_CONTROL_RESEND Indicates on the acknowledgment sent by the receiver thatthe
0x08 receiver is requesting the sender to resend a packet.
NB_CONTROL_EOM Indicates the end of a message.
0x10
NB_CONTROL_ATTENTION Indicates an attention. This flag is not used by NWNBLink Ne BIOS.
0x20 This flag is not set when a frame is sentand is ignored when a packet
is received. <5>
NB_CONTROL_SEND_ACK Indicates a send acknowledgment.
0x40
NB_CONTROL_SYSTEM Indicates a system packet.
0x80
DataStreamType (1 byte): An 8 -bit unsigned field that indicates the type of data contained

within the frame. This field MUST be set to one of the following values.

Value Meaning

NB_CMD_SESSION_DATA Session data. This value MUST be used for the session initialize,
0x06 session ack nowledgment, and session data frames.
NB_CMD_SESSION_END Session end. This value MUST be used for session -end frames.
0x07

NB_CMD_SESSION_END_ACK Session -end acknowledgment. This value MUST be used for
0x08 session -end acknowledgment frames t indicate t he receiptofa
session -end frame.

SourceConnectionID (2 bytes): A 16 -bit unsigned number in little -endian byte order that
MUST be set to the connection ID number of the source station. This field is assigned by the
source sta tionand is used to multiplex communications so that current active SMB
connections can use the same IPXsocket number.

DestinationConnectionID (2 bytes): A 16 -bit unsigned number in little -endian byte order
that MUST be set to the connection ID number of the destination station. This field MUST be
assigned by the destination station to a value other than OxFFFF. This field may be used to
multiplex communica  tions so that current active SMB connections can use the same IPX
socket number. During the initial SMB connection establishment, this field MUST be set to
OxFFFF because the sender does not yet know the destination connection ID the receiver will
use.
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Sen dSequence (2 bytes): A 16 -bit unsigned number in little -endian byte order that MUST be
set by the sender to the sequential frame number of the frame being sent. The sequential
frame number MUST be incremented for each new NetBIOS session frame that is sen t, but not
for a frame that is being resent. The value in the first packet sent by the senderon the
session initialization frame MUST be set to 0.

TotalDatalLength (2 bytes): A 16 -bit unsigned number in little -endian byte order that MUST
be set to the total length, in bytes, of this NetBIOS session message.

Offset (2 bytes): If an SMB message is sent in multiple NBIP X packets, this 16 -bit unsigned
number in little  -endian byte order MUST be set to the offset from the start of the NetBIOS
message to the data in this message. If the SMB message is sent in a single NBIPX packet,
this field MUST be set to 0.

Datalength (2 bytes): A 16 -bit unsigned number in little -endian byte order  that MUST be set
to the kength, in bytes, of the part of the SMB message contained in this packet.

AckSequence (2 bytes): A 16 -bit unsigned number in little -endian byte order. The sender
MUST set this value to tell the receiver what packets the sender ha s accepted. The receiver
now becomes the senderand MUST set the AckSequence value to the next frame number
that it expects to receive.

In the first packet sent by the sender on session initialization, an initial packet number value
MUST be set in this fie  Id. The number can be any integer from 0x0000 to OXFFFF.

RcvSegMax (2 bytes): A 16 -bit unsigned number in little -endian byte order. The sender MUST
set this value to tell the receiver the highest frame number that the sender can send. The
receiver now bec omes the sender and MUST set the RcvSegMax  value to the largest frame
number that it can receive.

SMB Message (variable): Avariable -length field that contains the body of the SMB
packet. <6>

Novell NetBIOS uses two frames to initializ e a session. The initiator of a session sends the session
initialize frame with the ConnectionControlFlag field setto NB_CONTROL_SEND_ACK. The
responder sends back a session initialize acknowledgment frame with the ConnectionControlFlag
field setto NB_.CO NTROL_SYSTEM.

NWNBLink NetBIOS uses two frames to initialize a session, but modifies the flag bits that are set in

the ConnectionControlFlag field. The initiator of a NWNBLink NetBIOS session MUST send the
session initialize frame with the ConnectionContro IFlag field setto NB_CONTROL_SEND_ACK
combined with NB_CONTROL_NEW_NB and the DataStreamType field MUST be set to
NB_CMD_SESSION_DATA. A responder that supports NWNBLink NetBIOS MUST send back a session
initialize acknowledgment frame with the ConnectionC ontrolFlag  field set to
NB_CONTROL_SYSTEM combined with NB_CONTROL_NEW _NBand the DataStreamType field
MUST be setto NB_CMD_SESSION_DATA.

After a session is initialized, all session data frames are exchanged with the DataStreamType field
that MUST be set to NB_CMD_SESSION_DATA. A sender SHOULD set the ConnectionControlFlag

field to NB_CONTROL_EOM combined with NB_ CONTROL_SEND_ACK on a session data frame that is

the end of an SMB message to request an acknowledgment from the receiver.

For a normal acknowl edgment ofa session data frame, the ConnectionControlFlag field MUST be
setto NB_CONTROL_SYSTEM. When a resend is requested on the acknowledgment, the
ConnectionControlFlag field MUST be setto NB_CONTROL_SYSTEM combined with

NB_CONTROL_RESEND. Whenana cknowledgment query is being senton the acknowledgment, the
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ConnectionControlFlag field MUST be set to NB_CONTROL_SYSTEM combined with
NB_CONTROL_SEND_ACK.

A NWNBLIink NetBIOS session is ended when the initiator or responder sends a session end frame

with the ConnectionControlFlag field that MUST be setto NB_CONTROL_SEND_ACK and the
DataStreamType field that MUST be set to NB_CMD_SESSION_END. The receiver of the session

end frame responds with a session -end acknowledgment frame with the DataStreamType fiel d that
MUST be set to NB_CMD_SESSION_END_ACK and the ConnectionControlFlag field that MUST be
setto 0.

2.1.3 NetBIOS Extended User Interface Transport

The extended version of the SMB Protocol can use NetBIOS Extended User Interface (NetBEUI) 3.0

as a transport for SMB messages. The NetBIOS session service provides a reliable message -oriented
transport. When using NetBIOS to provide a reliable message -oriented transport using NetBEUI, the
SMB Protocol makes no higher  -levelattempts to ensure reliable, sequenced delivery of messages

between the clien tand server. The NetBIOS session service on NetBEUI has mechanisms to detect

failures of either the client node orserver node and to deliver such an indication to the clientor

serversoftware so they can clean up state. Note that the NetBIOS session ser vice makes use of the
IEEE 802.2 LLC connection -oriented services (Type 2) specified in [[EEE802.2 -1998] .

IBM Corporation first introduced the NetBEUI protocol specification in 1985, as specified in
NETBEUI] . The IBM NetBEUI 3.0 transport protocol is sometimes referred to as NetBIOS frames
(NBF) in Microsoft documentation (for more information, see NBF] ). NetBEUI (as specified in
NETBEUI] ) implements the NetBIOS protocol and does not require a NetBIOS compatibility layer.
For more information about NetBIOS, see [XOPEN -SMB] Appendix E, [NBF] , and [RYAN].

When using NetBIOS as the SMB transport, the implementer MUST prepend a NetBIOS session
packet header to each SMB message. The NetBIOS session packet header is defi ned by IBM, as
specified in  [NETBEUI] . The body of the SMB packet follows as a variable -length payload.

Length Delimiter

Command Datal (optional) Data?2 (optional)

Transmit Correlator Response Correlator

Destination Number Source Number SMB Message (variable)

Length (2 bytes): A 16 -bit unsigned number in little -endian byte order that MUST be set to the
length, in bytes, of the NetBIOS header (including the Length field). For NetBIOS session
packets, this field MUST be set to 0xO00E (14) to indicate that there are 14 bytes in the
NetBIOS session packet header.
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Delimiter (2 bytes): A 16 -bit field in little  -endian byte order that MUST contain a value that
indicates the destination for subsequent data. For NetBIOS session packets, this field MUST be
set to OXEFFF to indicate that subsequent data is destined for NetBIOS.

Command (1 byte): An 8 -bit field that specifies the protocol command contained in the
NetBIOS packet. This field indicates the type and function of the NetBIOS packet. For NetBIOS
session packets, this field MUST be set to a command in the range from 0x14 ( 20) to Ox1F
(31). For NetBIOS session packets, the possible values for this field are as specified in
NETBEUI] section 5.5.4.2, table 5.10.

Datal (1 byte): An 8 -bit field of optional data that va ries based on the value of the Command
field. For more details, see NETBEUI] section 5.5.3.3.

Data2 (2 bytes): A 16 -bit field in little  -endian byte order of optional data that varies based on
the Command field. For more details, see NETBEUI] section 5.5.3.3.

Transmit Correlator (2 bytes): A 16 -bit field in little  -endian byte order that MUST contain the
correlator that is retumed in resp onse to a given query. This field MUST be set to the value of

the Response Correlator that was sent in the query request.
This field MUST be used to correlate received responses with transmitted requests. <7>

Response Correlator (2 byt es): A16 -bitfield in little  -endian byte order that MUST contain the
correlator that is generated by the sender. This field MUST be used to correlate the response
frame with this frame. This field is the value expected in the Transmit Correlator field wh en
the response to that message is received. <8>

Destination Number (1 byte): An 8 -bit unsigned number containing the destination session
number assigned at the remote node during session initialization to identify this NetBIOS
session . The values of 0x00 and Oxff MUST NOT be used.

Source Number (1 byte): An 8 -bit unsigned number that MUST contain the local source
session number assigned during session initialization to identify this NetBIOS session. The
values of 0x00 and OxFF MUST NO T be used.

SMB Message (variable): The body of the SMB packet.  <9>

2.2 Message Syntax

A client exchanges messages with a server to access resources on the server. These messages are
called SMBs, and every SMB message has a common format.

An SMB message is the payload packetencapsulated in an SMB transport packet.

All SMB messages MUST begin with a fixed -length SMB header (as specified in section 2.2.1).The
header contains a command field that indicates the operation code that the client requests or to

which the se rver responds. An SMB message is of variable length. The actual length depends on the

SMB command field (and consequent appended data structures) and whether the SMB message is a

client request ora server response.

Unless othemwise indicated, numeric fiel ds are integers of the specified byte length.
Unless otherwise specified, multibyte fields (that is, 16 -bit, 32 -bit,and 64 -bit fields) in an SMB
message MUST be transmitted in little -endian byte order (least significant byte first).

Note thatthe [CIES] specification uses a convention of bit N being the Nth bit from the right on a
little -endian system. For consistency with other protocol documents, this document uses the
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standard network byte order to represent multibyte values and bit fields; in the description ofa bit
specified in [CIES] , the bit N labelappears as it appears in CIES] . The following diagram shows the
bit number mappings fora 32 -bit field as specified in this document to the bit numbers in CIFS] .

For example, bit 14 in this document translates to bit 9 (o requivalently 0x200) in the CIFS
document.

W

nTn—0

Unless otherwise noted, fields marked as Unused SHOULD be set to 0 when being sentand MUST be
ignored when received.

CIES] section 2.4.2 specifies, "When an error is retumed, the server may choo se to retum only the
header portion of the response SMB." For clients and servers that implement the extensions

specified in this document, this is to be read as follows: "When an error occurs, the server SHOULD

choose to return only the header portion of the response SMB, unless othemwise noted in this
specification." For individual requests, the successful response is defined as follows (because the

failure cases return only the header) unless otherwise noted. <10>

The SMB transport m ay fragment an SMB message into a number of smaller network transport

packets when the size of the SMB message combined with any required network transport headers

is larger than the size of the maximum network transport packet. For example, the MaxBufferS ize
field negotiated in the SMB_COM_NEGOTIATE server response (section 2.2.3 ) and the
SMB_COM_SESSION_SETUP_ANDX client request (section 2.2.4 ) is used by the SMB client and SMB
serverto set the maximum length of an SMB message that is considered to begin with an SMB

header. The size of the SMB message does not include any headers added by the network transport

and hardware layers to the network packet.

An Ethernet packet in compliance with v ersion 2.0 of the Digital/Intel/Xerox (DIX) Ethernet
specification canhavea  maximum transmission unit (MTU) size of up to 1,500 bytes (for more
information, see REC89 4]). Some IPX routers limit the MTU size of a network packet to 576 bytes.

For transporting, SMB uses direct TCP, NetBIOS over IPX, or NetBEUI over Ethemet. SMB also uses

all transports that CIFS supports, such as NetBIOS over TCP. Therefore, when an SMB message of
4,096 bytes is sent by using one of these protocoks as the SMB transport, the SMB message is

fragmented into several network transport packets by the SMB transport. All fragmentation is

handled by the SMB transport at the network transport layer , hot by the SMB client or server. When
the fragmented packets are received, the SMB transport where the packets are received

reassembles the fragments into a complete SMB message. This message is returned to the SMB

client orserver. All fragmentation and reassembly are handled by the SMB transport, not by SMB
clients or servers that implement the SMB protocol extensions. One outcome of this fragmentation

and reassembly is that larger SMB messages are fragmented by the SMB transport into several

network pa cket fragments, with the first network packet fragment containing the SMB headerand

the first part of the SMB message.

2.2.1 SMB Header Extensions and Changes

All client requests and server responses MUST begin with a fixed -size SMB header, as specified in
CIES] section 2.4.2.
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There are several new Flags2 values in the SMB header that are not in CIFS, but are part of these
extensions.

When message signing is active for a connection, the 8 bytes of the SMB header (the SMB header

structure) previously marked as Unused and Unused2, as specified in  [CIES] section 2.4.2, MUST
contain the 8 -byte message signature. These fields are now called the SecuritySignature field. If
message signing is negotiated butan SMB message is rec eived with an invalid  SecuritySignature

field, the underlying transport connection SHOULD be immediately disconnected. For details on
message signhing, see section 3.151 .

The following packets show the SM B header for reference.

1 2 3
0|1(2|3|4|5(6|7|8[9[|0|1|2|3]|4|5(6]|7|8[9|]0|1|[2[3]4|5(6]7|8[9]0]|1
Protocol

Command Status
Flags Flags2
PidHigh SecuritySignature
Unused
Tid Pid
uid Mid
Protocol (4 bytes): This field MUST be the 4 -byte header (OxFF, S, M, B) with the letters
represented by their ~ ASCIl characters in network byte order. Note that all other multibyte
fields in the SMB header MUST be encoded in little -endian byte orde r. This field is as specified
in [CIES] section 2.4.2.
Command (1 byte): The operation code that this SMB is requesting or responding to. A list of

the possible values is specified in CIFES] section 6.1. This field is as specified in CIFS] section
2.4.2. The following commands, listed for completeness, are not SMB commands. The
commands are used byan unrelated protocol that has adopted the SMB message headers,

called the SMB Message Delivery Protocol, as specified in MS -MSRP] section 2.2.3. An SMB
client implementation SHOULD NOT send these commands, an dan SMB server

implementation SHOULD reject these as bad commands, with error code ERRsmbcmd as
documented in [CIFES] section 7. <11>

Name Value

SMB_COM_SEND_MESSAGE 0xDO
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Name Value
SMB_COM_SEND_START_MB_MESSAGE 0xD5
SMB_COM _SEND_END_MB_MESSAGE 0xD6
SMB_COM_SEND_TEXT_MB_MESSAGE 0xD7
Status (4 bytes): An error code that indicates success, warning, or failure returned by the

server foran operation. This field MUST indicate the error code ofany failed server operation.

When an error is returned, the server SHOULD return only the header portion of the re sponse

SMB. <12>

This field is represented in the network byte order that follows and is as specified in CIFS

section2.4.2.

If a client is capable of receiving 32 -bit errorr eturns (for details on CAP_STATUS32, see

sections 2.2.3 and 2.2.4 ), the status MUST be returned in a 32 -bit error code in this field.

These 32 -biterror c odes are specified in MS -ERREF] section 2.3. Otherwise, this field MUST
be interpreted as two subfields that are set by the serverand then combined to give the error
code ofany failed server operation, as follows.

ErrorClass Reserved Error

ErrorClass:  An 8 -bit value that MUST be set to the error class for this error. This field is
called Status.DosError.ErrorClass ,as specified in  [CIES] . The possible values for this field
are as specified in  [CIFS] section7.

Reserved: Anunused 8 -bit field. This f ield SHOULD be set to 0 when the SMB header is sent
and MUST be ignored when the SMB header is received.

Error: A 16 -bit value that MUST be set to the error code for this error. This field is called
Status.DosError .Error ,as specified in  [CIES] . The possible values for this field are as
specified in  [CIES] section 7.

Flags (1 byte): The Flags field contains individual flags, as specified in CIFS] sections 2.4.2
and 3.1.1. The extensions in this document do not change the use of this field.

Flags2 (2 bytes): The Flags2 field contains individual bit flags that, depending on the
negot iated SMB dialect, indicate various clientand server capabilities. This field is as specified
in [CIFS] sections 2.4.2 and 3.1.2. Unused bit fields SHOULD <13> bhesettoObyt he sender
when sending a response and MUST be ignored when received by the receiver. This field may
be constructed using the following possible values.

Value Meaning

SMB_FLAGS2_KNOWS_LONG_NAMES If setin a client request for directory

0x0001 enumeration, the server may return long
names (that is, names thatare not 8.3
names ) inthe response b this request.
If not set in a client request for directory
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Value Meaning

enumeration, the server MUST return

only 8.3 Name in the response to this
request. This flag indicates thatin a

direct enumeration request, paths are

not restricted to 8.3 names by the

server. This bit field SHOULD be set to 1
when NTLM1.2X002 or later is negotiated
for the SMB dialect. This bitfield is called

bit 0, as specified in [CIFS] section 3.1.2.

SMB_FLAGS2_KNOWS_EAS If setin a client request, the client is

0x0002 aware of extended attributes. The client
MUST set this bit if the client is aware of
extended attributes. In response to a
clientrequestwith this flag set, a server

may include extended attributes in the
response . This bit field SHOULD be set to

1 when NTLM1.2X002 or later is

negotiated for the SMB dialect. This bit

field is called bit 1, as specified in CIFS

section 3.1.2.
SMB_FLAGS2_SMB_SECURITY_SIGNATURE If set, the client is requesting signing (if
0x0004 not active) or the message being sent is

signed, as specified in section 3141 .
This bit is used on the SMB header of an
SMB_COM_SESSION_SETUP_ANDX client
request (section 2.2.4) to indicate that

the client supports signing and the server

can choose to enforce signing on the
connection based on its configuration. If

the server wants to turn on signing for

this connection , it MUST set this flag and
also sign the

SMB COM_SESSION SETUP_ANDX
response (section 2.2.5)0 after whi chall
traffic on the connection MUST be signed.
On the SMB header of other SMB client
requests, the setting of this bit indicates

that the packet has been signed. This bit
field SHOULD be set to 1 when NTLM

0.12 or later is negotiated for the SMB

dialect.
SMB_FLAGS2_COMPRESSED If set by the client, the client is
0x0008 requesting compressed data for an

SMB_COM_READ_ANDX request. If
cleared by the server, the server is
notifying the client that the data was
written uncompressed.

SMB_FLAGS2 SMB_SECURITY_SI GNATURE_REQUIRED | This flag MUST be set by the client on the
0x0010 first SMB_COM_SESSION_SETUP_ANDX
request (section 2.2.4) sent to a server

that supports extended security, if the
clientrequires all further communication
with this server to be signed. If the
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Value

Meaning

server does not support signing, it MUST
disconnect the client by closing the
underlying transport connection. Clients
and servers MUST ignore this value for all
other requestsiresponses. If the client
receives a non -signed response from the
server,i t MUST disconnect the underlying
transport connection immediately. This

bit field SHOULD be set to 1 when NTLM
0.12 or later is negotiated for the SMB
dialect. <14>

SMB_FLAGS2_IS_LONG_NAME
0x0040

If set, the path contained in the messa ge
contains long names; otherwise, the

paths are restricted to 8.3 names. This

bit field SHOULD be set to 1 when NTLM

0.12 or later is negotiated for the SMB

dialect.

SMB_FLAGS2_REPARSE_PATH
0x0400

If set, the path in the request MUST
conainan @GMT token (thatis, a
Previous Version token), as specified in
section 3.2.4.3.1 . This bit field SHOULD
be set o 1 only when NTLM 0.12 or later

is negotiated for the SMB dialect. <15>

SMB_FLAGS2_EXTENDED_SECURITY
0x0800

Indicates that the clientor server

supports SPNEGO authentication, as
specified insection 3.2.4.2.3 for client
behavior and sections  3.3.5.2 and
3.3.5.3 for server behavior. This bitfield
SHOULD be setto 1 when NTLM 0.12 or
later is negotiated for the SMB dialect
dialectand the clientor server s upports
extended security.

SMB_FLAGS2_DFS
0x1000

This bit field is called bit 12, as specified
in [CIES] section 3.1.2.

The client MUST set this field for all
requests with a valid target identifier
(TID) if all of the following conditions are
met:

1. The server supports Distributed
File System (DFS) (as indicated
by the CAP_DFS flag specified in
section 2.2.3).

2. NTLM 0.12 or later is negotiated
for the SMB dialect.

3. The share is a DFSshare. (as
indicated by the
SMB_SHARE_IS_IN_DFS flag
specified in section  2.2.7 ).
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Value Meaning

4. The operation is targeted ata
DFS namespace as indicated by
the application via the higher -
levelaction specifie d in section
3.24.2 ).

The client MUST set the flag for a
SMB_COM_TREE CONNECT ANDX
request (section _2.2.6 ) when conditions
1, 2, and 4 in the preceding listare met.
For other commands, if a valid TID is

used the flag MUST be set f it was set in
the SMB_COM_TREE_CONNECT_ANDX
request based on the preceding
statement, and if the

SMB COM_TREE CONNECT ANDX
response  had the
SMB_SHARE_IS_IN_DFS bitset
(condition 3 in the preceding list).

SMB_FLAGS2_PAGING_IO If setin a client request, a read may be
0x2000 per mitted if the client does not have read
permission but does have execute
permission. This flag is useful only on a
read request. This bit field SHOULD be
setto 1 when NTLM1.2X002 or later is
negotiated for the SMB dialect. This bit
field is called bit 13,  as specffied in
CIFS] section3.1.2. <16>

SMB_FLAGS2_NT_STATUS If setin a server response, the returned
0x4000 error code MUST be a32  -bit error code
in Status field. Otherw ise, the
Status.DosError ErrorClass and
Status.DosError.Error fields MUST
contain the MS -DOS-style error
information. When passing 32 -biterror
codes is negotiated (see
SMB_COM_NEGOTIATE Server Response
Extension and
SMB_COM_SESSION_SETUP_ANDX
Client Reque st Extension), this flag MUST
be setfor every SMB. This bit field
SHOULD be setto 1 when NTLM 0.12 or
later is negotiated for the SMB dialect.

This bit field is called bit 14, as specified

in [Cl FS] section 3.1.2. <17>

SMB_FLAGS2_UNICODE If setin a client request or server

0x8000 response, any fields that contain strings

in this SMB message MUST be encoded
asanarray of 16 -bit Unicode
characters. Otherwise, these fields MUST
be encoded as an array of OCEM
characters . This bit field SHOULD be set
to 1 when NTLM 0.12 or later is

negotiated for the SMB dialect. This bit
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Value Meaning

field is called bit 15, as specified in
CIFS] section3.1.2. <18>

PidHigh (2 bytes): This field MUST give the 2 high bytes of the process identifier (PID) if
the clientwants to use 32 -bitprocess IDs, as specified in CIES] section 2.4.2. If a client uses
16 -bit process IDs, this field MUST be set to 0. <19>

SecuritySignature (8 bytes):  This field is the combination of the fields defined as Unused and
Unused2, as specified in CIES] section 2.4.2. It MUST be used to carry a secure signature
when message signing is enable  d, as specified in section 3141 .

Unused (2 bytes): This field is unused. The sender SHOULD set this to 0, and the receiver
MUST ignore this field.

Tid (2 bytes): This field identifies the subdirectory (or tree) (also referred to as a share in this
document) on the server that the client is accessing, as specified in CIES] sections 2.4.2 and
3.1.3. The description of this field, as specified in CIFS] section 2.4.2, SHOULD be corrected
as follows: For messages that do not reference a patticular tree, this field MUST be set to
OxFFFF or 0. Both values are acceptable. <20>

Pid (2 bytes): Caller's (PID), as specified in CIES] sections 2.4.2and 3.1.4; it MUST be
generated by the client to uniquely identify a process within the client computer. If the client
wants to use 32 -bitPIDs, it MUST set the Pid field to the two lower bytes of caller's PID and
also setthe PidHigh field to the two higher bytes of the caller's PID.

uid (2 bytes): Uniquely identifies the authenticated instance of the implementer, as specified in
CIES] sections 2.4.2 and 2.8.

Mid (2 bytes): Aval ue that identifies a message request and response uniquely across all
messages, as specified in CIES] sections 2.4.2and 3.1.5.

2.2.2 SMB_COM_NEGOTIATE Client Request Extension

An SMB_COM_NEGOTIATE request (section 2.2.2) MUST be sentby a client as the initial packet that

handles dialect and capability negotiation. The client SHOULD send a list of SMB dialects with which
it can communicate. The server response MUST be a selection of one of those dialects or an error

indicating that none of the dialects were acceptable. The SMB_COM_NEGOTIATE (section 2.2.2)

message MUST be sent from the client to the serverto e stablish an SMB connection. Only one
SMB_COM_NEGOTIATE request (section 2.2.2) SHOULD be sent between a clientand a serverover

an SMB transport while an SMB connection is active on the SMB transport. Subsequent
SMB_COM_NEGOTIATE requests (section 2.2.2) from a client to a server over the same SMB

transport while an SMB connection is still established SHOULD be rejected with an error response,

and no action SHOULD be taken.  <21>

The client request for negotiation is identical in this sp ecification to what is specified in the base
protocol, with the exception of the new flags in the SMB header, as specified in section 2.2.1 .The
SMB_FLAGS2_EXTENDED_SECURITY bit, when set, indicates suppor t for specification RFEC4178
and GSS authentication. For more information, see section 3.15.1 .
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WordCount ByteCount DialectName (variable)
WordCount (1 byte): Word count for this request MUST be 0 because there are zero 16 -bit
WORDs between the  WordCount  field and the ByteCount field.
ByteCount (2 bytes): Count of data bytes in the packet. This field has a minimum value of
0x0002. This field MUST be the total length of the DialectName field.
DialectName (variable): Array of null -terminated ASCII strings that indicate the SMB dialects
supported by the client. Each string MUST be prefixed with ASCII code 0x02, which indicates
that the following field is a null -terminated dialect. The protocol does not impose any
particular structure on the SMB dialect strings. Implementers of particular protocols may

choose to include, for example, version numbers in the string.

To support the extended version of the SMB protocol, the client MUST include the NTLM 0.12
dialect in the SMB_COM_NEGOTIATE client request. <22>

2.2.3 SMB_COM_NEGOTIATE Server Response Extension (Extended Security)

An SMB_COM_NEGOTIATE response MUST be sent bya server in reply to an SMB_COM_NEGOTIATE
client request _when the request is successful.

The server response MUST include a selection of one of the SMB dialects passed in the
DialectName field of the SMB_COM_NEGOTIATE client request if any of the SMB dialects are

supported. The server MUST return the selected S MB dialectas a number (starting from 0) that
represents the array index in the DialectName field of the SMB_COM_NEGOTIATE client request.
The selected SMB dialect number MUST be retumed in the Dialectindex field of the server

response. If none of the dia lects are acceptable, the server MUST return OXFFFF in the
Dialectlndex field,the WordCount MUST be setto 1. If any of the dialects are acceptable, the
WordCount  MUST be set to 0X11 and the Status field inthe SMB header MUST be set to
STATUS_SUCCESS in the response.

Only one SMB_COM_NEGOTIATE request SHOULD be sent between a client and a server overan
SMB transport while an SMB connection is active on the SMB transport. Subsequent
SMB_COM_NEGOTIATE requ ests from a client to a server over the same SMB transport while an
SMB connection is still established SHOULD be rejected by the serverwith a STATUS_INVALID_SMB

error response (as specified in section 2.2.17),and no action SHOULD be taken. <23>
If none of the requested SMB dialects are acceptable, the server MUST set the Dialectindex field to
OXFFFF in the SMB_COM_NEGOTIATE response structure (as specified in CIFS] section 4.1.1).

If extended security is being used and one of the dialects is acceptable, the response MUST take the
following form.
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SecurityMode

WordCount Dialectindex

MaxMpxCount MaxNumberVCs

MaxBufferSize

MaxRawSize

SessionKey

Capabilities

SystemTimeLow

SystemTimeHigh

ByteCount

EncryptionKeyLength

ServerTimeZone

ServerGuid

SecurityBlob (variable)

WordCount (1 byte): Word count for this response MUST be 0x11 (17) because there are
seventeen 16 -bit WORDs betweenthe  WordCount field and the ByteCount field.
Array index of the SMB dialect that was

Dialectindex (2 bytes):
DialectName field thatwas passed in the SMB_COM_NEGOTIATE client request. This field
MUST be a number (starting from 0) that represents the array index in the DialectName
erver MUST select the array

field. To support the extended version of the SMB Protocol, the s
index of the NTLANMAN dialect (for more information, see SMB_COM_NEGOTIATE Client

selected from the

Request Extension).
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SecurityMode (1 byte): Security mode field MUST be structured as follows. How to convert
these to bit positions is specified in [CIES] section 2.2. Unused bit fields SHOULD be set to 0
by the serverwhen sending a response and MUST be ignored when received by the client.

Value Meaning
NEGOTIATE_USER_SECURITY When set, indicates user mode security. When
0x01 not set, indicates share mode security, as

specifiedin [CIES] section4.1.1, "Bit 0".

NEGOTIATE_ENCRYPT_PASSWORDS When set, indicates that the cl ient MUST

0x02 encrypt passwords. When not set, indicates
that the client MUST send plain -fext passwords
for user -level security mode and share -level

security mode, as specified in section CIFS
sectio n4.1.1, "Bit 1".

NEGOTIATE_SECURITY_SIGNATURES_ENABLED When set, security signatures (SMB sequence
0x04 numbers) MUST be used.
NEGOTIATE_SECURITY_SIGNATURES_REQUIRED When set, security signatures (SMB sequence
0x08 numbers) MUST be used.
MaxMpxCount (2 bytes):  Maximum pending multiplexed requests supported by the server.
MaxNumberVCs (2 bytes): Maximum virtual connections (VCs) between the client and the

server. <24>

MaxBuffer  Size (4 bytes): Maximum size, in bytes, of the server buffer for sending and
receiving SMB messages. This is the size of the largest message thatthe client maysend to
the server. This is the size of the buffer used for the SMB message from the start of the SMB
header to the end of the packet. This size is not the size of the complete network packet
because it does not include the size that is needed for the underlying transport and the SMB
transport header. The only exceptions when this buffer size MUST be exceeded are the
SMB_COM_READ_ANDX command when the clientand server both support the
CAP_LARGE_READX capability, and the SMB_COM_WRITE_ANDX command when the client
and server both support CAP_LARGE_WRITEX capability (see the following Capabilities
fie Id). <25>

MaxRawsSize (4 bytes): Maximum raw buffer size, in bytes. This specifies the maximum
message size that the server MUST receive inan SMB_COM_WRITE_RAW client request,and
the maximum message size that the server MUST send in a n SMB_COM_READ_RAW server
response. <26>

SessionKey (4 bytes): A unique session identifier that the server MUST generate to identify
this session. The client uses this value in subsequent SMB client requests for this session. The
serve r generates the session key value and the client MUST send this value on subsequent
SMB client requests for this session. The server can choose any value. The clientalways
echoes back the server value in its response.

Capabilities (4 bytes): A setofser ver capabilities. This bit field can be used by the server to
notify the client about which features are supported by the server. There are several new
capability bits: CAP_COMPRESSED _DATA, CAP_DYNAMIC_REAUTH,
CAP_EXTENDED_SECURITY, CAP_INFOLEVEL_PASSTHRU, CAP_LARGE_READX,
CAP_LARGE_WRITEX, CAP_LWIO, and CAP_UNIX. Any value not listed in the following table
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SHOULD be unused. A server SHOULD set the unused bits to 0 in a response, and a client
MUST ignore these bits.

Value Meaning

CAP_RAW_MODE The server supports SMB_COM_READ_RAW and

0x00000001 SMB_COM_WRITE_RAW requests. <27>

CAP_MPX_MODE The server supports SMB_COM_READ_MPX and

0x00000002 SMB_COM_WRITE_MPX requests. <28>

CAP_UNICODE The server supports 16  -bit Unicode characters.

0x00000004

CAP_LARGE_FILES The server supports large files with 64 -bit offsets.

0x00000008

CAP_NT_SMBS The server supports the SMB packets particular to the NTLM 0.12

0x00000010 dialect.

CAP_RPC_REMOTE_APIS The server supports the use of Microsoft remote procedure call

0x00000020 (RPC) for remote API calls that otherwise would use the legacy
Remote Administration Protocol, as specified in MS -RAP].

CAP_STATUS32 The server is capable of responding with 32 -bit status codes in the

0x00000040 Status field of the SMB header (for more information, see 22.1).
CAP_STATUS32 is also sometimes referred to as CAP_NT_STATUS.

CAP_LEVEL Il_OPLOCKS The server supports level Il opportunistic locks (oplocks)

0x00000080

CAP_LOCK_AND_READ The server supports the SMB_COM_LOCK_AND_READ command

0x00000100 requests.

CAP_NT_FIND The server supports the TRA  NS2_FIND_HRST2,

0x00000200 TRANS2_FIND_NEXT2, and FIND_CLOSE2 command requests.

CAP_DFS The server is aware of the DFS Referral Protocol, as specified in

0x00001000 MS -DFSC] and can respond to Microsoft DFS referral requests. For

more i nformation, see MSDFES] .

CAP_INFOLEVEL_PASSTHRU The server SHOULD support the SMB_COM_TRANSACTION2

0x00002000 request.
CAP_LARGE_READX The server supports large read operations. This ¢ apability affects
0x00004000 the maximum size, in bytes, of the server buffer for sending an

SMB_COM_READ_ANDX response to the client. When this capability

is set by the server (and set by the client in the

SMB COM S ESSION SETUP_ANDX request (section 2.24)), the
maximum server buffer size for sending data can be up to 65,535

bytes rather than the MaxBufferSize field. Therefore, the server
cansend a single SMB_COM_READ_ANDX response © the clientup

to this size. When signing is active on a connection, clients MUST

limit read lengths o the "MaxBufferSize" negotiated by the server

irrespective of the value of the CAP_ LARGE_READX flag.
CAP_LARGE_WRITEX The server supports large write operations. This capability affects
0x00008000 the maximum size, in bytes, of the server buffer for receiving an

SMB COM_WRITE_ANDX clientrequest. When this capability is set
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Value

Meaning

by the server (and setby the client in the

SMB_COM_SESSION _SETUP_ANDX request (section 2.2.4)), the
maximum server buffer size can be up to 65,535 bytes rather than
the MaxBufferSize field. Therefore, a client can send a single
SMB_COM_WRITE_ANDX request up to this size. When signing is
active on a connection, ¢l ients MUST limitwrite lengths to the
"MaxB ufferSize" negotiated by the server irrespective of the value
of the CAP_LARGE_WRITEX flag.

CAP_LWIO The server supports the FSCTL_SRV_REQUEST_RESUME_KEY (as
0x00010000 specified in sections  2.214.72 and 2.2.14.8.2 )FSCTL that was sent
as an SMB_COM_NT_TRANSACTION_REQUEST with an
NT_TRANSACT_IOCTL subcommand, as specffied in section
2.2.14.7 .
CAP_UNIX The server supports UNIX extensions. For more information, see
0x00800000 SNIA] .

CAP_COMPRESSED_DATA
0x02000000

The server supports co mpressed SMB packets. <29>

CAP_DYNAMIC_REAUTH
0x20000000

The server supports reauthentication, if required, as specified in
section 3.1.5.1 .

CAP_PERSISTENT_HANDLES
0x40000000

The serv er supports persistent handles.

CAP_EXTENDED_SECURITY
0x80000000

The server supports extended security for authentication, as
specifiedinsection  3.2.4.2.3 . This bit is used in conjunction with

the SMB_F LAGS2_EXTENDED_SECURITY Flags2 field in the SMB
header (bit 11), as specified in SMB Header Extensions and
Changes.

SystemTimeLow (4 bytes): The system Coordinated Universal Time (UTC) of the server
(least significant 4 bytes) . The combined 8 -byte value of SystemTimeLow and
SystemTimeHigh MUST be in the TIME format, as specified in CIFS] section 3.5.

SystemTimeHigh (4 bytes): The system UTC of the server (most signifi cant four bytes). The
combined 8 -byte value of SystemTimeLow and SystemTimeHigh MUST be in the TIME format,
as specified in  [CIFS] section 3.5.

ServerTimeZone (2 bytes):
UTC. This field is a signed 16
minus from UTC for the time zone of the server. Note that
field incorrectlyasa  USHORT .

The time zone of the server MUST be expressed in minutes from
-bit integer. This field represents minutes measured plus or
CIES] section 4.1.1 specified this

EncryptionKeyLength (1 byte): If the CAP_EXTENDED_SECURITY bit is set, the server MUST
set this value to 0 and clients MUST ignore this value. When extended security is not used, the

SMB_COM_NEGOTIATE server response (section 2.2.2) is as specified as follows and in CIFS
section4.1.1.
ByteCount (2 bytes): The value MUST be the number of data bytes in the packet.
ServerGuid (16 bytes): The GUID generated by the server to uniquely identify this ser ver.
This field SHOULD NOT be used by a client as a secure method of identifying a server because
it can easily be faked. A client may use this information to detect if connections to different
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textual names resolve to the same target serverwhen TCP port 445 is used as a transport.

This knowledge can then be used to appropriately set the VcNumber  field in the

SMB_COM_SESSION_SETUP_ANDX request (section 2.2.4), as specified in CIFS] section
4.1.2. <30>

SecurityBlob (variable): A security binary large object (BLOB) that SHOULD <31> containan
authentication token as produced by the GSS protocol (as specified in section 3.24.2.3 and
[REC4178] ).

See SecurityBlob (section  2.2.3.1 ) for the specification of this field.

2.2.3.1 SMB_COM_NEGOTIATE Server Response Extension (Non - Extended
Security)

The SecurityBlob packet MUST contain an authentication token as produced by the GSS protocol (as
specified insection 3.2.4.2.3 and [RFC4178] ).

If extended security is notbeing used and one of the dialects is acceptable, the response MUST take
the following form.

WordCount Dialectindex

SecurityMode

MaxMpxCount

MaxCountVCs

MaxBufferSize

MaxRawSize

SessionKey

Capabilities

SystemTimeLow

SystemTimeHigh

ServerTimeZone EncryptionKeyLength ByteCount

EncryptionKey (variable)

OembDomainName (variable)

34 | 266
[MS-SMB] & v20090924

Server Message Block (SMB) Protocol Specification
Copyright © 2009 Microsoft Corporation.

Release: Thursday, September 24, 2009


http://go.microsoft.com/fwlink/?LinkId=89836
http://go.microsoft.com/fwlink/?LinkId=90461
http://go.microsoft.com/fwlink/?LinkId=90461

ServerName (variable)

WordCount (1 byte): The word count for this response MUST be 0x11 (17) because there are
seventeenand a half16  -bitWORDs betweenthe = WordCount field and the ByteCount field.

Dialectindex (2 bytes): An array index of the SMB dialect that was selected from the
DialectName field thatwas passed in the SMB_COM_NEGOTIATE client request (section
2.2.2 ). This field MUST be a number (starting from 0) that represents the array index in the

DialectName  field. To support the extended version of the SMB Protocol, the serv er MUST
select the array index of the NTLANMAN dialect. For more details, see section 2.2.2
SecurityMode (1 byte): The SecurityMode field MUST be structured as follows. Note that the

CIFS Protocol (as sp ecified [CIFS] ) numbers the bits in the opposite direction from
conventional protocol specification use. Unused bit fields SHOULD be set to 0 by the server

when sending a response and MUST be ignor ed when received by the client.
Value Meaning
NEGOTIATE_USER_SECURITY When set, indicates user mode security. When
0x01 not set, indicates share mode security, as

specifiedin  [CIES] 4.1.1,"Bit0 "

NEGOTIATE_ENCRYPT_PASSWORDS When set, indicates to encrypt passwords, as
0x02 specifiedin [CIFS] 4.1.1,"Bit1".
NEGOTIATE_SECURITY_SIGNATURES_ENABLED When set, indicates signing is enabled (Bit 2).
0x04 The client MUST set  ServerSigningState  to
Enabled. For more details, see "Determining
server signing mode" in section 3252 .

NEGOTIATE_SECURITY_SIGNATURES_REQUIRED When set, indicates signing is required (Bit 3).

0x08 The client MUST set ServerSigningState to

Required and ignore the
NEGOTIATE_SECURITY_SIGNATURES_ENABLED
bit. For more details, see "Determini ng server
signing mode" in section 3.252 .

MaxMpxCount (2 bytes): The maximum pending multiplexed requests supported by the
server.
MaxCountVCs (2 bytes): The maximum virtual connections (VCs) between the clientand the

server. <32>

MaxBufferSize (4 bytes): The maximum size, in bytes, of the server buffer for sending and
receiving SMB messages. This is the size of the largest message the client MUST send to the
server. This is the s ize of the buffer used for the SMB message from the start of the SMB
header to the end of the packet. This size is not the size of the complete network packet
because it does not include the size needed for the underlying transport and the SMB
transporthe ader. The only exceptions when this buffer size can be exceeded are the
SMB_COM_READ_ANDX command if the clientand server both support the
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CAP_LARGE_READX capability, and the SMB_COM_WRITE_ANDX command if the clientand

server both support the CAP_LARGE_W
<33>

following list).

MaxRawsSize (4 bytes):

message size that the client MUST send inan SMB_COM_WRITE_RAW client req

RITEX capability (see the  Capabilities

The maximum raw buffer size, in bytes. This specifies the maximum

maximum message size that the client MUST receive from the server in an

SMB_COM_READ_RAW server response.

SessionKey (4 bytes):
value.

Capabilities

(4 bytes):

<34>

The server MUST set this value to 0, and the client MUST ignore this

A setof server capabilities. This bit field SHOULD be used by the server

to notify the clientabout which features are supported by the server. There are several new
capability bits: CAP_COMPRESSED_DATA, CAP_DYNAMIC_REAUTH,
CAP_INFOLEVEL_PASS THRU, CAP_LARGE_READX, CAP_LARGE_WRITEX, CAP_LWIO, and
CAP_UNIX. Any value not listed in the following table is unused. A server SHOULD set the

unused bits to 0 ina response, and a client SHOULD ignore these bits.

field in the

uest, and the

Value

Meaning

CAP_RAW_MODE
0x00000001

The server supports SMB_COM_READ_RAW and
SMB_COM_WRITE_RAW requests.

CAP_MPX_MODE
0x00000002

The server supports SMB_COM_READ_MPX and
SMB_COM_WRITE_MPX requests.

CAP_UNICODE
0x00000004

The server supports 16  -bit Unicode characters.

0x000 00008

CAP_LARGE FILES

The server supports large files with 64 -bit offsets.

CAP_NT_SMBS
0x00000010

The server supports the SMB packets particular to the NTLM 0.12
dialect.

0x00000020

CAP_RPC_REMOTE_APIS

The server supports the use of Microsoft RPC for remote API calls
that would otherwise use the legacy RAP, as specified in

MS -RAP].

CAP_STATUS32
0x00000040

-bit status codes in the
22.1 .

The server is capable of responding with 32
Sta tus field of the SMB header, as specified in section

0x00000080

CAP_LEVEL Il_OPLOCKS

The server supports level Il oplocks.

CAP_LOCK_AND_READ

The server supports the SMB_COM_LOCK_AND_READ command

0x00002000

0x00000100 requests.

CAP_NT_FIND The server supports the TRANS2_FIND_HRST?2,

0x00000200 TRANS2_FIND_NEXT2, and FIND_CLOSE2 command requests.

CAP_DFS The server is aware of the DFS Referral Protocol, a s specified in

0x00001000 MS -DFESC], and can respond to Microsoft DFS referral requests. For
more information, see MSDES] .

CAP_INFOLEVEL_PASSTHRU The server SHOULD sup  port the SMB_COM_TRANSACTION2

request.
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Value Meaning

CAP_LARGE_READX The server supports large read operations. This capability affects
0x00004000 the maximum size, in bytes, of the server buffer for sending an
SMB_COM_READ_ANDX response to the client. When this capabi lity

is set by the server (and set by the client in the

SMB COM SESSION SETUP_ANDX request (section 2.24)), the
maximum server buffer size for sending data can be up to 65,535

bytes rather than the MaxBufferSize field. Therefore, the server
cansend a single SMB_COM_READ_ANDX response o the clientup

to this size.
CAP_LARGE _WRITEX The server supports large write operations. This capability affects
0x00008000 the maximum size, in bytes, of the server buffer for receiving an

SMB_COM_WRITE_ANDX clientrequest. When this capability is set
by the server (and setby the client in the

SMB_COM_SESSION _SETUP_ANDX request (section 2.2.4)), the
maximum server buffer size can be up to 65,535 bytes rather than
the MaxBufferSize field. Therefore, a client can send a single
SMB_COM_WRITE_ANDX request up to this size.

CAP_LWIO The server supportst he FSCTL_SRV_REQUEST_RESUME_KEY (as
0x00010000 specifiedinsections  2.2.14.72 and 2.2.14.8.2 )that FSCTL sentas
an SMB_COM_NT_TRANSACTION_REQUEST with an
NT_TRANSACT_IOCTL subcommand, as specified in section

2.2.14.7 .
CAP_UNIX The server supports UNIX extensions. For more information, see
0x00800000 SNIA] .
CAP_COMPRESSED_DATA The server supports compressed SMB packets. <35>
0x02000000
CAP_DYNAMIC_REAUTH The server supports reauthentication, if required, as specified in
0x20000000 section 3.1.5.1 .
CAP_PERSISTENT_HANDLES The server supports persistent handles.
0x40000000
SystemTimeLow (4 bytes): The system UTC of the server (least significant 4 bytes). The

combin ed 8 -byte value of SystemTimeLow and SystemTimeHigh MUST be in the TIME
format, as specified in CIFS] section 3.5.

SystemTimeHigh (4 bytes): The system UTC of the server (most significant 4 byte s). The
combined 8 -byte value of SystemTimeLow and SystemTimeHigh MUST be in the TIME
format, as specified in CIFS] section 3.5.

ServerTimeZone (2 bytes): The time zone of the server MUST be exp ressed in minutes from
UTC. This field is a signed 16  -bit integer. This field represents minutes measured plus or
minus from UTC for the time zone of the server. Note that CIES] section 4.1.1 spec ffies this
field incorrectly as a USHORT, as specified in MS-DTYP section 2.2.54.

EncryptionKeyLength (1 byte): An 8 -bit unsigned integer that MUST represent the length, in

bytes, ofthe  EncryptionKey field.

ByteCount (2 bytes) . The number of data bytes in the packet.
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EncryptionKey (variable): An array of unsigned characters that must be

EncryptionKeyLength bytes long and MUST represent the challenge encryption key. This
field is not null  -terminated. <36>

OembDomainName (variable): The name of the server's domain orworkgroup encoded as a
variable -length, null -terminated Unicode string.

ServerName (variable): Avariable -length, null -terminated Unicode string containing the name
of the Server.

2.2.4 SMB_COM_SESSION_SETUP_ANDX Client Request Extension

An SMB_COM_SESSION_SETUP_ANDX request MUST be sent by a client to begin user

authentication on an SMB connection and establish an SMB session , as specified in [CIFS] section
4.1.2.

When extended security is being used, as specified in section 3.2.4.2.3 ,the request MUST take the
following forminstead ofw hat is specified in  [CIFS] section 4.1.2. Other than the specific differences
inthe WordCount , Capabilites , SecurityBlobLength ,and SecurityBlob  fields, all fields are as
specified in the corresp  onding request structure in CIFS] section 4.1.2.

WordCount AndXCommand AndXReserved AndXOffset
MaxBufferSize MaxMpxCount
VcNumber SessionKey

SecurityBlobLength

Reserved

Capabilities

ByteCount SecurityBlob (variable)

NativeOS (variable)

Native LANMan (variable)
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WordCount (1 byte): The word count for this request MUST be 0xOC (12) because there are
twelve 16 -bit WORDs between the  WordCount and the ByteCount fields.

AndXCommand (1 byte): The secondary SMB command in the packet. This value MUST be set
to OxFF if there are no additiona | SMB commands in the client request packet. Information
about compounded requests is specified in CIFS] section 3.12.

AndXReserved (1 byte): Areserved field. This MUST be set to 0 when this req uest is sent, and
the server MUST ignore this value when the message is received. Information about
compounded requests is specified in CIFS] section 3.12.

AndXOffset (2 bytes): This field MUST b e set to the offset in bytes from the start of the SMB
header to the start of the WordCount  field in the next SMB request in this packet. The field is
valid only ifthe  AndXCommand field is not set to OxFF. Information about compounded
requests is specifie din [CIFS] section 3.12.

MaxBufferSize (2 bytes): The maximum size, in bytes, of the client buffer for sending and
receiving SMB messages. This is the size of the largest message thatthe server SHOULD send
to the client. This is the size of the buffer used for the SMB message from the start of the SMB
header to the end of the packet. This size is not the size of the complete network packet
because it does not include the size needed for the underlying transport and the SMB
transport header. The only exceptions where this buffer size can be exceeded are th e
SMB_COM_READ_ANDX command if the clientand server both support the
CAP_LARGE_READX capability, and the SMB_COM_WRITE_ANDX command if the clientand
server both support the CAP_LARGE_WRITEX capability (see the Capabilittes field laterin
this list). Ift  he userauthentication takes multiple rounds, only the MaxBufferSize in the first
session setup request is used by the senver. <37>

MaxMpxCount (2 bytes): Maximum pending multiplexed requests supported by the client.

VcNumber (2 bytes ): The number of this VC between the clientand the server. This field
SHOULD be set to a value of O for the first virtual connection between the client and the
serverand it SHOULD be set to a unique nonzero value for additional virtual connections using
this SMB connection. <38>

SessionKey (4 bytes): The client MUST set this to be equal to the SessionKey field in the
SMB_COM_NEGOTIATE response (section 2.2.3).<39>

SecurityBlobLength (2 bytes): This value MUST specify the length in bytes of the variable -
length SecurityBlob  field contained within the request.

Reser ved (4 bytes): An unused value that SHOULD be set to 0 when sending this message.
The server MUST ignore this field when receiving this message.

Capabilities (4 bytes): A set of client capabilities. These flags are a subset of those specified in
section 2.2.3 forthe server capabilities returned in the SMB_COM_NEGOTIATE response. The
possible client capabilities MUST only include a combination of the following:
CAP_DYNAMIC_REAUTH, CAP_EXTENDED_SECURITY,C AP_LEVEL_II_OPLOCKS,
CAP_NT_SMBS, CAP_STATUS32, and CAP_UNICODE. Servers MUST NOT check for Kerberos
ticket expiry if the clientdoes not support the CAP_DYNAMIC_REAUTH capability. <40>

ByteCount (2 bytes): This field MUST be the total number of data bytes contained in the
SecurityBlob  , NativeOS , NativeLANMan ,and PrimaryDomain fields plus any padding
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added foralignment. If SMB_FLAGS2_UNICODE is set in the Flags2 field of the SMB header of
the request, this field has a minimum value of 4. 1f SMB_FLAGS2_UNICODE is not set, this
field has a minimum value of 2.

SecurityBlob (variable): This field MUST be the authentication token sent to the server, as
specified insection 3.2.4.2.3 and [REC4178] .

NativeOS (variable): A string that represents the native operating system of the SMB client. If
SMB_FLAGS2_UNICODE is set in the Flags2 field of the SMB header of the request, the name
string MUST be a null  -terminated array of 16 ~ -bit Unicode characters. Othemwise, the name
string MUST be a null  -terminated array of OEM characters. If the name string consists of
Unicode characters, this fie  Id MUST be aligned to startona 2 -byte boundary from the start of
the SMB header. <41>

NativeLANMan (variable): A string that represents the native LAN manager type of the client.
If SMB_FLAGS2_UNICODE is set in the Flags2 field ofth e SMB header of the request, the
name string MUST be a null  -terminated arrayof 16  -bit Unicode characters. Othewise, the
name string MUST be a null  -terminated array of OEM characters. If the name string consists of
Unicode characters, this field MUST be a ligned to startona 2 -byte boundary from the start of
the SMB header. <42>

2.25 SMB_COM_SESSION_SETUP_ANDX Server Response Extension

An SMB_COM_SESSION_SETUP_ANDX response MUST be sent by a server in reply to a client
SMB_COM_SESSION_SETUP_ANDX request (section 2.2.4 ) when the request is successful.

If extended security is being used, as specified in section 3.2.4. 2.3 ,the response MUST take the
following form instead ofwhat is specified in CIES] section4.1.2. Other than the differences in the
WordCount , SecurityBlobLength ,and SecurityBlob  fields, allot her fields are as specified in the

corresponding response structure in CIFS] section 4.1.2.

WordCount AndXCommand AndXReserved AndXOffset
Action SecurityBlobLength
ByteCount SecurityBlob (variable)

NativeOS (variable)

Native LANMan (variable)
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PrimaryDomain (variable)

WordCount (1 byte): The word count for this response MUST be 0x04 because there are four
16 -bit WORDs between the  WordCount field and the ByteCount field.

AndXCommand (1 byte): The secondary SMB command response in the packet. This value
MUST be set to OxFF if there are no a dditional SMB command responses in the server
response packet. Information about compounded requests is specified in CIFS] section 3.12.

AndXReserved (1 byte): Areserved field. This field MUST b e set to O when this response is
sent, and the client MUST ignore this value when the message is received. Information about
compounded requests is specified in CIFS] section 3.12.

AndXOffset (2 b ytes):  This field MUST be set to the offset in bytes from the start of the SMB
header to the start of the WordCount  field in the next SMB request in this packet. The field is
valid only ifthe ~ AndXCommand field is not set to OxFF. Information about compou nded
requests is specified in CIFS] section 3.12.

Action (2 bytes): The request mode. If the value of this field is zero, the user successfully
logged in as Guest and passed authentication. If th e value of this field is 1, the user
attempted to log in as another user, but could not be authenticated for that account. Using a
fallback mechanism on the server, the user is now logged in as Guest.

The SMB portion of the response does not specify whethe r a client is type Anonymous;
however, the security system can provide that information once authorization completes.

SecurityBlobLength (2 bytes): This value MUST specify the length in bytes of the variable -
length SecurityBlob contained within the respon se.

ByteCount (2 bytes): This field MUST be the total number of data bytes contained in the
SecurityBlob , NativeOS , NativeLANMan ,and PrimaryDomain fields plus any padding
added foralignment. If SMB_FLAGS2_UNICODE is set in the Flags2 field of the SMB header of
the response, this field has a minimum value of 6. If SMB_FLAGS2_UNICODE is not set, this
field has a minimum value of 3.

SecurityBlob (variable): This value MUST contain the authentication token being returned to
the client,a s specified insection 3.2.4.2.3 and [REC4178] .

NativeOS (variable): A string that represents the native operating system of the server. If
SMB_FLAGS2_UNICODE is setinthe  Flags2 field of the SMB header of the response, the
string MUST be a null  -terminated array of 16  -bit Unicode characters. Othemwise, the string
MUST be a null -terminated array of OEM characters. If the name string consists of Uni code
characters, this field MUST be aligned to starton a 2 -byte boundary from the start of the SMB
header. <43>

NativeLANMan (variable): A string that represents the native LAN Manager type of the server.
If SMB_FLAGS2_UNICODE isset inthe Flags2 field ofthe SMB header of the response, the
string MUST be a null  -terminated array of 16 ~ -bit Unicode characters. Othemwise, the string
MUST be a null -terminated array of OEM characters. If the name string consists of Unicode
characters, this  field MUST be aligned to startona 2 -byte boundary from the start of the SMB
header. <44>

41 | 266

[MS-SMB] & v20090924
Server Message Block (SMB) Protocol Specification

Copyright © 2009 Microsoft Corporation.

Release: Thursday, September 24, 2009


http://go.microsoft.com/fwlink/?LinkId=89836
http://go.microsoft.com/fwlink/?LinkId=89836
http://go.microsoft.com/fwlink/?LinkId=89836
http://go.microsoft.com/fwlink/?LinkId=90461

PrimaryDomain (variable): The value ofthe  PrimaryDomain field represents the primary
domain orworkgroup name of the server. If SMB_FLAGS2_UNICODE is set in the Flags2 field
of the SMB header of the response, the string MUST be a null -terminated array of 16  -bit
Unicode characters. Othewise, the string MUST be a null -terminated array of OEM char  acters.
If the string consists of Unicode characters, this field MUST be aligned to startona 2 -byte
boundary from the start of the SMB header.

2.2.6 SMB_COM_TREE_CONNECT_ANDX Client Request Extension

An SMB_COM_TREE_CONNECT_ANDX request MUST be sent by a client to establish a tree
connection to a share that exists on a sernver, as specified in CIFS] section 4.1.4.

The new flags TREE_CONNECT_ANDX_EXTENDED_SIGNATURES and
TREE_CONNECT_ANDX_EXTENDED_RESPONSE are used to trigger the new behavior defined in this
specification. Other than the ne w bit values inthe  Flags field of the

SMB_COM_TREE_CONNECT_ANDX request, all fields are as specified in the request definition in
CIFS] section 4.1.4.

The Flags field MUST be formatted as follows

WordCount AndXCommand AndXReserved AndXOffset
Flags PasswordLength
ByteCount Password (variable)

Path (variable)

Service (variable)

WordCount (1 byte): The word count for this request MUST be 0x04 (4) because there are
four 16 -bit WORDs betweenthe  WordCount and the ByteCount fields.

AndXCommand (1 byte): The secondary SMB command in the packet. This value MUST be set
to OxFF i fthere are no additional SMB commands in the client request packet. Information
about compounded requests is specified in CIFS] section 3.12.

AndXReserved (1 byte): Areserved field. This MUSTb e set to 0 when this request is sent, and

the server MUST ignore this value when the message is received. Information about
compounded requests is specified in CIFS] section 3.12.
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AndXOffset (2 by tes):  This field MUST be set to the offset in bytes from the start of the SMB
header to the start of the WordCount  field in the next SMB request in this packet. The field is
valid only ifthe ~ AndXCommand field is not set to 0xff. Information about compoun ded
requests is specified in CIFS] section 3.12.

Flags (2 bytes): A setof options that modify the SMB_COM_TREE_CONNECT_ANDX request.
The entire flag set is given here with its symbolic constants . Any combination of the following
flags is valid. Any values not given as follows are considered reserved. The client MUST set
themto O, and the server MUST ignore them.

Value Meaning
TREE_CONNECT_ANDX_DISCONNECT_TID If set, the tree connect specffied by the TID in
0x0001 the SMB header of the request SHOULD be

disconnected when the server sends the
response. If this tree disconnect fails, the error
SHOULD be ignored. This is called bit 0, as
specifiedin [CIFS] section4.14.

TREE_CONNECT_ANDX_EXTENDED_SIGNATURES If set, the client is requesting signing key

0x0004 protection, as specified in section 32.4.24 .
TREE_CONNECT_ANDX_EXTENDED_RESPONSE If set, the client is requesting extended
0x0008 information on the

SMB COM TREE CONNECT ANDX response

PasswordLength (2 bytes): This field MUST be the length, in bytes, of the Password field.

ByteCount (2 bytes): This value MUST be the count of bytes that follows the ByteCount field
in this packet.

Password (variable): An array of ASCII characters that may be an authentication re sponse.
This is a variable -length field with the length, in bytes,and it MUST be specified by the
PasswordLength field. For an authentication response, the length specified in the
PasswordLength field MUST be set to the string size. If authentication is n ot being used, this
field SHOULD be settoa null  -terminated array of ASCII characters with the PasswordLength
field set to the string size, including the terminating null character.

Path (variable): A string that represents the serverand share name oft he resource to which
the clientwants to connect. This field SHOULD be encoded using the Universal Naming
Convention (UNC) syntax. If SMB_FLAGS2_UNICODE is set in the Flags2 field of the SMB
header of the request, the string MUST be a null -terminated array  of 16 -bit Unicode
characters. Othemwise, the string MUST be a null -terminated array of OEM characters. If the
string consists of Unicode characters, this field MUST be aligned to startona 2 -byte boundary

from the start of the SMB header. A path in UNC s yntaxwould be represented by a string
name in the following form.

\\server \share
\\server \share \file <45>

Service (variable): The type of resource the client intends to access. This field MUST be a null -
terminated array of ASCII char acters even if the client and server have negotiated to use
Unicode strings. The valid values for this field are as follows.
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Description/ivalue Earliest dialect allowed

Disk share PC NETWORK PROGRAM 1.0
NG

Printer PC NETWORK PROGRAM 1.0
"LPTL"

Named pipe MICROSOFT NETWORKS 3.0
"pC™

Communication device MICROSOFT NETWORKS 3.0
"COMM"

Matches any type of device or resource MICROSOFT NETWORKS 3.0
"7

2.2.7 SMB_COM_TREE_CONNECT_ANDX Server Response Extension

An SMB_COM_TREE_CONNECT_ANDX response MUST be sent by a server in reply to a client
SMB_COM_TREE _CONNECT_ANDX request when the requestwas successful.

When a server retums extended information, the response takes the following format. Aside from

the WordCount , MaximalShare AccessRights , and GuestMaximalShare AccessRights fields,
the new OptionalSupport flagsand NativeFil eSystem fields are as specified in the corresponding
response structure in CIES] section 4.1.4.

WordCount AndXCommand AndXReserved AndXOffset

OptionalSupport MaximalShareAccessRights

GuestMaximalShareAccessRights

ByteCount
Service (variable)
NativeFileSystem (variable)
WordCount (1 byte): The word count for this response MUST be 0x07 because there are seven

16 -bit WORDs between the  WordCount field and the ByteCount field.
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AndXCommand (1 byte): The secondary SMB command response in the packet. This value
MUST be set to OxFF if there are no additional SMB command responses in the server
response packet. Information about compounded requests is specified in CIFS] section 3.12.

AndXReserved (1 byte): Areserved field. This MUST be set to 0 when this response is sent
and the client MUST ignore this value when the message is received. Information about
compounded requests is specified in CIFS] section 3.12.

AndXOffset (2 bytes): MUST be set to the offset in bytes from the start of the SMB header to
the startofthe  WordCount  field in the next SMB request in this packet. The field is valid only
if the AndXCommand field is not set to OxFF. Information about compounded requests is
specified in [CIES] section 3.12.

OptionalSupport (2 bytes): The following OptionalSupport field flags are the new extensions
added to the CIFS protocol: SMB_CSC_MASK, SMB_UNIQUE_FILE_NAME, and
SMB_EXTENDED_SIGNATURES. The following table is given for completeness, indicating the
supported bits and their associated symbolic constants. SMB_CSC_M ASK MUST be a
combination of two bits used to identify one of four possibilities, as specified in the second
table in this section. Any combination of the following flags MUST be supported. All undefined

values are considered reserved. The server SHOULD se tthemto 0,and the client MUST ignore
them.
Value Meaning

SMB_SUPPORT_SEARCH_BITS If set, the server supports the use of SearchAttributes in client

0x0001 requests, as specified in CIFS] sectio ns 4.2.10, 4.2.11,5.7,5.8,
and 5.15.

SMB_SHARE_IS_IN_DFS If set, this share is managed by DFS, as specified in MS -DFSC].

0x0002

SMB_CSC_MASK Offline -caching bits for this share. These bits are interpreted as

0x000C specified in the next table in this section.

SMB_UNIQUE_FILE_NAME If set, the server is using long file names only and does not

0x0010 support short file names (that is 8.3 name). If set, the server

allows the client to assume that there is no name aliasing for this
share (in other words, two different names will not refer to the
same file). If set, the server permits the client to cache directory
enumerations and file metadata based on the pathname.

The client MAY choose to satisfy file atribute queries from its
cache, and thus could present a slightly stale view of files on the
share. The client MUST NOT cache remote file system information
for more than 60 seconds. <4 6><47>

SMB_EXTENDED_SIGNATURES If set, the server is using signing key protection as the client
0x0020 requested.

The two bits referenced by the SMB_CSC_MASK MUST be intermpreted as follows.

Value Meaning

SMB_CSC_CACHE_MANUAL_REINT Clients are allowed to cache files that the user requests for
0 (binary 00) offline use, but there is no automatic file - by -file reintegration.

SMB_CSC_CACHE_AUTO_REINT Clients are allowed to automatically cache the files that a user
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Value Meaning

4 (binary 01) or appli cation modifies for offline use, and automatic file -by -
file reintegration MUST be permitted.

SMB_CSC_CACHE_VDO Clients are allowed to automatically cache the files that a user
8 (binary 10) or application modifies for offline use, and clients are
pemitte d to work from their local cache even while online.

SMB_CSC_NO_CACHING No offline caching is allowed for this share.
12 (binary 11)

MaximalShare AccessRights (4 bytes): This field MUST specify the maximum rights that the
user has to this share based on the security enforced by the share. This value is as specified
in the ACCESS_MASK format, as specified in CIES] section 3.7.

GuestMaximalShare AccessRights (4 bytes): This field MUST specify the maximum rights
that the guestaccount has on this share based on the security enforced by the share. This
value is as specified in the ACCESS_MAS K format, as specified in CIFS] section 3.7. Note that
the notion of a guest account is implementation -specific. Implementations that do not support
the notion of a guest account MUST set this fie Id to zero, implying no access. <48>

ByteCount (2 bytes): This value MUST be the count of bytes that follows the ByteCount field
in this packet.

Service (variable): The Service field indicates the type of resource that the client is accessing.
The Service field MUST be encodedas a null  -terminated array of ASCII characters, even if
the clientand server have negotiated to use Unicode strings. The valid values for this field are
as follows.

Value Meaning

"A Disk share

"LPTL" Printer

"IPC" Named pipe

"COMM" Communication device

NativeFileSystem (variable): The name of the file system on the local resource that is being
connected to. If SMB_FLAGS2_UNICODE is set in the Flags2 field of the SMB header of the
response, this value MUST be a null -terminated string of Unicode characters. Othemwise, this
field MUST be a null -terminated string of ASCII characters. For resources that are not backed
by a file system, such as the IPC$ sh are used for named pipes, this field MUST be set to a
single null character.

2.2.8 SMB_COM_NT_CREATE_ANDX Client Request Extension

An SMB_COM_NT_CREATE_ANDX request is sent by a client to open a file, or a named pipe on the
target server, as specified in CIES] section 4.2.1. The new value
NT_CREATE_REQUEST_EXTENDED_RESPONSE inthe Flags field of the
SMB_COM_NT_CREATE_ANDX request is used to trigger the new behavior defined in this

specification. All other fields match their descriptions in the request structure as specified in  [CIFS
section4.2.1.
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WordCount AndXCommand AndXReserved AndXOffset

Reserved NameLength

Flags

RootDirectoryFid

DesiredAccess

AllocationSize

ExtFileAttributes

ShareAccess
CreateDisposition
CreateOptions
ImpersonationLevel
SecurityFlags ByteCount Name (variable)

WordCount (1 byte): The word count for this request MUST be 0x18 (24), because there are
24 16 -bit WORDs between the  WordCount and the ByteCount fields.

AndXCommand (1 byte): The secondary SMB command in the packet. This value MUST be set
to OxFF if there are no additional S MB commands in the client request packet. Information
about compounded requests is specified in CIFS] section 3.12.

AndXReserved (1 byte): Areserved field. This MUST be set to 0 when this reques tis sent, and

the server MUST ignore this value when the message is received. Information about
compounded requests is specified in CIES] section 3.12.

AndXOffset (2 bytes): This field MUST be s et to the offset in bytes from the start of the SMB
header to the start of the WordCount  field in the next SMB request in this packet. The field is
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valid only ifthe ~ AndXCommand field is not set to OxFF. Information about compounded
requests is specified i n [CIFS] section 3.12.

Reserved (1 byte): An unused value that SHOULD be set to 0 when sending this message. The
server MUST ignore this field when receiving this message.

NameLength (2 bytes): This field MUST be the length, in bytes, of the Name field.

Flags (4 bytes): A set of flags that modify the client request. Unused bit fields SHOULD be set
to 0 by the clientwhen sending a requestand MUST be ignored when received by the server.

The Flags field inthe SMB_COM_NT_CREATE_ANDX request MUST be used as follows.

Value

Meaning

NT_CREATE_REQUEST_OPLOCK

If set, the client is requesting an oplock. This flag

0x00000002 is as specifiedin  [Cl FS] section 4.2.1.
NT_CREATE_REQUEST_OPBATCH If set, the client is requesting a batch oplock. This
0x00000004 flag is as specfified in  [CIFS] section 4.2.1.

0x00000008

NT_CREATE_OPEN_TARGET DIR

If set, the client indicates that the parent
directory of the targetis opened. If the target
does exist, it might require a delete access check
for the parent directory.

0x00000010

NT_CREATE_REQUEST_EXTENDED_RESPONSE If set, the client is requesting exte nded

information in the response.

RootDirectoryFid (4 bytes):

If nonzero, this value is the Fid of an opened root directory, and

the Name field MUST be handled as relative to the directory specified by this Fid. If this value
is zero,the Name field MUST be handled as relative to the root of the share.

DesiredAccess (4 bytes): Access wanted. This value MUST be specified in the ACCESS_MASK
format, as specified in CIES] section 3.7 and in the following table. If no value is specified for
this field, it still allows a client to query attributes without actually accessing the file.

Value

Meaning

FILE_READ_DATA
0x00000001

Indicates the right o read data from the file or named pipe.

FILE_WRITE_DATA
0x00000002

Indicates the right o write data into the file or named pipe beyond
the end of the file.

FILE_APPEND_DATA
0x00000004

Indicates the right to append data into the fil e or named pipe.

FILE_READ_EA
0x00000008

Indicates the right o read the extended attributes of the file or
named pipe.

FILE_WRITE_EA
0x00000010

Indicates the right o write or change the extended attributes to the
file or named pipe.

FILE_EXECUTE
0x000 00020

Indicates the right to execute the file.

FILE_READ_ATTRIBUTES

Indicates the right o read the attributes of the file.

[MS-SMB] & v20090924
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AllocationSize (8 bytes):
in bytes. The server MUST ignore this field if th

ShareAccess (4 bytes):

Value

Meaning

0x00000080

FILE_WRITE_ATTRIBUTES
0x00000100

Indicates the right o change the attributes of the file.

DELETE
0x00010000

Indicates the right o delete or to rename the file.

READ_CONTROL

Indicates the right o read the security descriptor for the file or

0x00020000 named pipe.
WRITE_DAC Indicates the right o change the discretionary access control
0x00040000 list (DACL) in the security descriptor for the file or named pipe.

For the DACL data structure, see ACL in [MS -DTYP].

WRITE_OWNER

Indicates the right to change the owner in the security descriptor

0x00080000 for the file or named pipe.
SYNCHRONIZE SHOULD NOT be used by the sender and MUST be ignored by the
0x00100000 receier.

ACCESS_SYSTEM_SECURITY
0x01000000

Indicates the right o read or ¢ hange the systemaccess control
list (SACL) inthe security descriptor for the file or named pipe. For
the SACL data structure, see ACL in[MS -DTYP].

MAXIMUM_ALLOWED

Indicates that the clientis requesting an open to the file with the

0x02000000 highest level of access that the client has on this file.
GENERIC_ALL Indicates a request for all the access flags that are previously listed
0x10000000 except MAXIMUM_ALLOWED and ACCESS_SYSTEM_SECURITY.

GENERIC_EXECUTE
0x20000000

Indicates a request for the following combination of access flags
listed previously in this table: HLE_READ_ATTRIBUTES]|
FILE_EXECUTE| SYNCHRONIZE| READ_CONTROL.

GENERIC_WRITE
0x40000000

Indicates a request for the following com bination of access flags
listed previously in this table: HLE_WRITE_DATA|
FILE_APPEND_DATA| FILE_WRITE_ATTRIBUTES| FILE_WRITE_EA|
SYNCHRONIZE| READ_CONTROL.

GENERIC_READ
0x80000000

Indicates a request for the following combination of access flags
listed previously inthis table: FLE_READ_DATA|
FILE_READ_ATTRIBUTES| FILE_READ_EA| SYNCHRONIZE|
READ_CONTROL.

The client MUST set this value to the initial allocation size of the file

is request is to open an existing file. In other

words, this field MUST be used only if the file is created, overwritten, or superseded. The
client MUST be set to 0 in all other cases.

ExtFileAttributes (4 bytes):

3.11.

Extended attributes and flags for this fi
MUST be specified in extended file attribute encoding format, as specified in

Specifies the sharing mode for the open. If

le or directory. The field
CIES] section

Sha reAccess values of

FILE_SHARE_READ, FILE_SHARE_WRITE and FILE_SHARE_DELETE are set for a printer file or
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a named pipe, the server SHOULD ignore these values. <49> This field MUST be constructed
using the following values:

Value Meaning

FILE_SHARE_READ When set, indicates that other opens are allowed to read this file while this

0x00000001 open is present. This bit MUST NOT be set for a named pipe or a printer
file. Each open creates a new instance of a named pipe. Likewise, opening
a printer file always creates a new file.

FILE_SHARE_WRITE When set, indicates that other opens are allowed to write this file while this
0x00000002 open is present. This bit MUST NOT be set for a named pipe or a printer

file. Each open creates a new instance of a named pipe. Likewise, opening
a printer file always creates a new file.

FILE_SHARE_DELETE | When set, indicates that other opens are allowed to delete or rename this
0x00000004 file while this open is present. This bit MUST NOT be setfor a named pipe
or a printer file. Eachope  ncreates a new instance of a named pipe.
Likewise, opening a printer file always creates a new file.

CreateDisposition (4 bytes): The action to take if a file does or does notexist. This field MUST
be set to one of the following values. <50>

Value Meaning
FILE_SUPERSEDE If the file already exists, replace it with the file. If the file does not exist,
0x00000000 create the file.
FILE_OPEN If the file already exists, open the file instead of creating a new file. If the
0x00000001 file does notalready exist, fail the request, and do not create a new file.
FILE_CREATE If the file already exists, fail the request, and do not create or open th e file.
0x00000002 If the file does notalready exist, create the file.
FILE_OPEN_IF If the file already exists, open the file. If the file does not already exist,
0x00000003 create the file.
FILE_OVERWRITE If the file already exists, open the file and o verwrite it. If the file does not
0x00000004 already exist, fail the request.
FILE_OVERWRITE_IF If the file already exists, open the file and overwrite it. If the file does not
0x00000005 already exist, create the file.

CreateOptions (4 bytes): The options to use  if creating the file or directory. This field SHOULD

be setto 0 ora combination of the following possible values. If the options to use a named

pipe, the client SHOULD set this field to 0 and the server MUST ignore it. Unused bit fields

MUST be setto 0 by the clientwhen sending a request and SHOULD be ignored when received
by the server. <51>

Value Meaning
FILE_DIRECTORY_FILE The file being created or opened is a directory file. With
0x00000001 this option, the  CreateDisposition field MUST be set o

FILE_CREATE, FILE_OPEN, or FILE_OPEN_IF. When this
bit field is set, other compatible CreateOptions include

only the following: HLE_WRITE_THROUGH,
FILE_OPEN_FOR_BACKUP_INTENT, and
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Value

Meaning

FILE_OPEN_BY_FILE_ID.

FILE_WRITE_THROUGH
0x00000002

Applications that write data to the fle MUST actually
transfer the data into the file before any write request is
considered complete. If
FILE_NO_INTERMEDIATE_BUFFERING is set, the server
assumes that HLE_WRITE_THROUGH is set in the create
request.

FILE_SEQUENTIAL_ONLY
0x00000004

This option indicates that access to the file may be
sequential. The server may use this information to

influence its caching and read -ahead strategy for this file.
The file may in fact be accessed randomly, but the server
may o ptimize its caching and read -ahead policy for
sequential access.

FILE_NO_INTERMEDIATE_BUFFERING
0x00000008

The file SHOULD NOT be cached or buffered in an internal
buffer by the server. This option is incompatible when the
FILE_APPEND_DATA bitfieldisse tinthe DesiredAccess
field.

FILE_SYNCHRONOUS_IO_ALERT
0x00000010

This flag MUST be ignored by the server, and clients
SHOULD set thisto 0. <52>

FILE_SYNCHRONOUS_|O_NONALERT
0x00000020

This flag MUST be ignored by the server, and clients
SHOULD setthisto 0. <53>

FILE_NON_DIRECTORY_FILE
0x00000040

If the file being opened is a directory, the server MUST
fail the request with STATUS_FILE_IS_A_DIRECTORY in
the Status field of the SMB header in the server
response.

FILE_CREATE_TREE_CONNECTION
0x00000080

This option SHOULD NOT be sent by the clients, and this
option MUST be ignored by the server.

FILE_COMPLETE_IF_OPLOCKED
0x00000100

This option SHOULD NOT be sent by the clients, and this
option MUST be ignored by the server.

FILE_NO_EA_KNOWLEDGE
0x00000200

The application that initiated the client's request does not
understand extended attributes (EAs). If the EAs on an
existing file  being opened indicate that the caller SHOULD
understand EAs to correctly interpret the file, the server
SHOULD fail this request with STATUS_ACCESS_DENIED
inthe Status field of the SMB header in the server
response.

FILE_OPEN_FOR_RECOVERY
0x00000400

This option SHOULD NOT be sent by the clients, and this
option MUST be ignored if received by the server.

FILE_RANDOM_ACCESS
0x00000800

Indicates that access t the file may be random. The

server may use this information to influence its caching

and read -ahead strategy for this file. This is a hint to the
server that sequential read -ahead operations may notbe
appropriate on the file.

FILE_DELETE_ON_CLOSE
0x00001000

The file SHOULD be autbmatically deleted when the last
open request on this file is closed. W hen this option is set,
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Value Meaning

the DesiredAccess  field MUST include the DELETE flag.
This option is often used for temporary files.

FILE_OPEN_BY_FILE_ID
0x00002000

Opens afile based on the Fileld
server MUST fail the request with
STATUS_NOT_SUPPORTED in the  Status
header in the server response.

. If this option is set, the

field of the SMB

FILE_OPEN_FOR_BACKUP_INTENT
0x00004000

The file is being opened or created for the purposes of
either a backu p or a restore operation. Thus, the server
may make appropriate checks to ensure that the caller is
capable of overriding whatever security checks have been
placed on the file to allow a backup or restore operation

to occur. The server may choose to check for certain
access rights to the file before checking the
DesiredAccess field.

FILE_NO_COMPRESSION
0x00008000

When a new file is created, the file MUST not be
compressed even it is on a compressed volume. The flag
MUST be ignored when opening an existing file.

FILE_RESERVE_OPFILTER
0x00100000

This option SHOULD NOT be sent by the clients, and this
option MUST be ignored if received by the server.

FILE_OPEN _REPARSE_POINT
0x00200000

If the file or directory being opened is a rep arse point
this option requests that the server open the reparse

point itseff, rather than the target to which the reparse

point points.

FILE_OPEN _NO_RECALL
0x00400000

In a hierarchical storage management environment, this
option requests that the file S HOULD NOT be recalled
from tertiary storage such as tape. A file recall can take

up to several minutes in a hierarchical storage
management environment. The clients can specify this
option to avoid such delays.

FILE_OPEN_FOR_FREE_SPACE_QUERY
0x00800000

This option SHOULD NOT be sent by the clients, and this
option MUST be ignored if received by the server.

ImpersonationLevel (4 bytes): This field specifies the information given to the serverabout
the clientand how the server MUST represent, or imperson ate, the client. Security
impersonation levels govem the degree to which a server process can act on behalf of a client
process. This field MUST be setto one of the following values. <54>

Value Meaning

SECURITY_ANONYMOUS
0x00000000

The server cannot obtain identification information about the client,
and it cannot impersonate the client.

SECURITY_IDENTIFACATION

The server can obtain security information about the client, such as

0x00000001 security identi fiers (SIDs) and privileges, but it cannot
impersonate the client. This is useful for servers that export their

own objects; for example, database products that export tables and
views. Using the retrieved client -security information, the server
canmake a ccess-validation decisions without being capable of using

other services that are using the client's security context.
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Value Meaning

SECURITY_IMPERSONATION The server can impersonate the client's security context on the
0x00000002 server system. The server cannot imper sonate the client on other
remote systems.

SECURITY_DELEGATION The server can impersonate the client's security context on the
0x00000003 server system and on remote systems.
SecurityFlags (1 byte): A setof options that specify the security tracking mode. This field

SHOULD<55> be setto 0or a combination of the following possible values.

Value Meaning
SMB_SECURITY_CONTEXT_TRACKING Specifies whether the server is to be given a snapshot  of
0x01 the client's security context (called static tracking) or is ©

be continually updated to track changes to the client's

security context (called dynamic tracking). When s et,

dynamic tracking is requested. When this bit field is not
set, static tracking is requested.

SMB_SECURITY_EFFECTIVE_ONLY Specifies thatonly the enabled aspects of the client's
0x02 security contextare available to the server. If this flag is
not spe cified, all aspects of the client's security context
are available. This flag allows the client to limit the groups
and privileges thata server can use while impersonating
the client.

ByteCount (2 bytes): This field MUST be the total number of data byte s contained in the
Name field plus any padding added foralignment. If SMB_FLAGS2_UNICODE is set in the
Flags2 field of the SMB header of the request, this field has a minimum value of 3. If
SMB_FLAGS2_UNICODE is not set, this field has a minimum value of 2.

Name (variable): A string that represents the name of the file to open or create on the server.
If SMB_FLAGS2_UNICODE is set in the Flags2 field of the SMB header of the request, the
Name string MUST be a null  -terminated array of 16  -bit Unicode charact ers. Otherwise, the
Name string MUST be a null  -terminated array of ASCII characters. If the Name string consists
of Unicode characters, this field MUST be aligned to startona 2 -byte boundary from the start
of the SMB header.

2.29 SMB_COM_NT_CREATE_ANDX Server Response Extension

An SMB_COM_NT_CREATE_ANDX response MUST be sentby a server in reply to a client

SMB_COM_NT CREATE_ANDX request _when the request is successful, <56> as specifiedin [CIFS
section4.2.1. <57> Ifthe serverreceives more thanone SMB_COM_NT_CREATE_ANDX request

from a client before it sends back any r esponse, the server may respond to these requests in any

order.

When a client requests extended information, the response takes the form described in the following

list. Aside fromthe  WordCount , DeviceState_or_FileStatusFlags , Fileld , VolumeGUID ,
MaximalA ccessRights , and GuestMaximalAccessRights fields, all fields are described in the
corresponding response structure, as specified in CIFS] section 4.2.1.
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WordCount AndXCommand AndXReserved AndXOffset

OplockLevel Fid

CreateAction

CreationTime

LastAccessTime

LastWriteTime

LastChangeTime

ExtFileAttributes

AllocationSize

EndOfFile

FileType DeviceState_or_FileStatusFlags

Directory VolumeGUID
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Fileld

MaximalAccessRights
GuestMaximalAccessRights
ByteCount

WordCount (1 byte): The word count for this response MUST be 0x2A (42). WordCount  in

this case is not used as the count of parameterwords but is just a number.
AndXCommand (1 byte): The secondary SMB command response in the packet. This value

MUST be set to OxFF if there ar e no additional SMB command responses in the server

response packet. Information about compounded requests is specified in CIES] section 3.12.
AndXReserved (1 byte): Areserved field. This MUST be set to O when this response is sent,

and the client MUST ignore this value when the message is received. Information about
compounded requests is specified in CIES] section 3.12.

AndXOffset (2 bytes): This field MUST be set to the offset in bytes from the start of the SMB
header to the start of the WordCount  field in the next SMB request in this packet. The field is
valid only ifthe  AndXCommand field is notsetto 0  xFF. Information about compounded
requests is specified in CIES] section 3.12.

OplockLevel (1 byte): The oplock level granted.
This field MUST be interpreted as follows. <58>

Value Meaning
SMB_OPLOCK_LEVEL_NONE Oplock not granted.
0x00
SMB_OPLOCK_LEVEL_EXCLUSIVE Exclusive oplock granted.
0x01
SMB_OPLOCK_LEVEL_BATCH Batch oplock granted.
0x02
SMB_OPLOCK_LEVEL_II Level Il oplock granted.
0x03

Fid (2 bytes): The SMB file identifier returned by the SMB server for the file or device thatwas

opened or created.
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